Brownfield Digitisation: The 2025
Implementation Guide for Retrofitting
Legacy Manufacturing Assets

Executive Summary

The industrial manufacturing sector stands at a critical juncture where the promise of Industry
4.0 collides with the reality of the "brownfield" factory floor. While greenfield facilities enjoy
the luxury of native connectivity, IP-addressable assets, and homogenised data structures,
the vast majority of global manufacturing relies on legacy iron machines that are mechanically
sound but digitally silent. These assets, often spanning decades of service, represent millions
in capital expenditure (CapEx) but act as black holes for data. The inability to extract real-time
performance metrics from these machines creates a critical blind spot for plant managers,
leading to reactive maintenance cultures, unoptimized cycle times, and opaque Overall
Equipment Effectiveness (OEE) calculations.’

This comprehensive guide addresses the strategic and technical imperative of retrofitting
legacy machinery for the Industrial Internet of Things (lloT). It posits that the traditional
approach of “ripping and replacing" functional equipment solely to gain digital capability is
economically inefficient and operationally disruptive. Instead, a targeted retrofit
strategy—overlaying modern sensing and connectivity technologies onto existing mechanical
infrastructures—offers a path to digital transformation that respects capital constraints while
delivering rapid Return on Investment (ROI).

The methodology outlined herein is grounded in the "6x Rule" of asset valuation, ISA-95
architectural standards, and NIST cybersecurity frameworks. It provides a granular, actionable
roadmap for plant managers to convert vibration, current, and temperature signals into
actionable intelligence, bridging the gap between 20th-century mechanics and 21st-century
analytics. By deploying edge gateways, industrial sensors, and robust data brokers, plants can
unlock the hidden capacity of their existing assets, transforming them from silent liabilities
into communicative data assets without the bankruptcy-level price tag of full modernisation.’

Chapter 1: The Strategic Business Case for Brownfield
Retrofitting



1.1 The Economics of Retention vs. Replacement

The decision to retrofit a legacy machine rather than replace it is fundamentally an exercise in
risk management and capital efficiency. New machinery invariably comes with a high price
tag, not only in the purchase cost but in the hidden costs of installation, commissioning,
operator retraining, and process validation. Conversely, legacy machines often possess a
known reliability profile; their failure modes are understood, and their output quality is
established. The deficit is purely informational: the machine cuts metal or moves product
reliably, but it cannot tell the enterprise when it is struggling or when it has stopped.

Data suggests that retrofitting can cost up to 90% less than replacing heavy machinery. For
example, a new CNC machining centre might cost $250,000, while a comprehensive sensor
retrofit to enable predictive maintenance and OEE tracking might cost less than $10,000 per
asset. This stark differential transforms the digitisation discussion from a massive CapEx
proposal to a manageable OpEx or minor CapEx project. The primary driver for this
investment is the reduction of unplanned downtime. Industry averages indicate that downtime
costs for Small to Medium Enterprises (SMEs) can hover around $625 per minute in high-value
production lines. Therefore, a retrofit project costing $30,000 that prevents just 80 hours of
downtime annually yields a payback period of approximately 7.2 months.”

1.2 The "6x Rule” Decision Framework

Not every machine warrants digitisation. Plant managers must apply rigorous logic to asset
selection to avoid "pilot purgatory"—the state where digital projects succeed technically but
fail to deliver business value. The "6x Rule" serves as a robust heuristic for this selection
process, filtering out assets that are better suited for retirement than revitalisation.

The rule states that a machine is a viable candidate for retrofitting if it meets three criteria
simultaneously. First, the machine must be less than 15 years old, or possess a remaining
useful mechanical life exceeding 5-10 years. Digitising a machine that is mechanically terminal
is a waste of resources. Second, the replacement cost must be greater than six times the
estimated retrofit cost. This ensures that the financial leverage of the project is sufficient to
justify the engineering effort. Third, and perhaps most critically, the machine must experience
downtime exceeding 10 hours per month or constitute a single point of failure (bottleneck) in
the production line.’

This framework ensures that capital is deployed only where the leverage is highest. If a
machine is nearing the end of its mechanical life, adding sensors is akin to putting a smart
meter on a crumbling building—the foundational asset must be sound. Conversely, if a
machine is cheap to replace, the engineering hours spent retrofitting may exceed the cost of
a modern replacement. The focus must be on high-value, high-impact assets where the delta
between current performance and potential performance is widest.



1.3 Targeting the Bottleneck and ROl Modelling

The Theory of Constraints dictates that improvements made anywhere other than the
bottleneck are an illusion. In a retrofit context, this means that instrumenting a non-critical
conveyor belt while the primary stamping press remains unmonitored will yield data but not
throughput. The implementation strategy must begin with the "Critical Three": the three
assets whose failure causes the most significant disruption to line throughput. By narrowing
the scope to these assets, the pilot project remains focused, the data volume remains
manageable, and the impact on OEE is immediate and measurable.’

To secure funding, the proposal must speak the language of finance. A vibration monitoring
retrofit does not sell itself on "data visibility"; it sells on "risk mitigation" and "capacity
unlocking." The ROI calculation must factor in the direct costs of downtime (lost margin, idled
labour) and the indirect costs (missed delivery penalties, expedited shipping fees).

Table 1: Detailed ROI Calculation Model for a Single Critical Asset

Variable Value Notes and Context

Asset Name CNC Milling Centre B Critical bottleneck resource
impacting Line 3 output.

Hardware Cost $4,200 Includes Vibration Sensors
($300), Edge Gateway
($800), Current
Transducers ($100),
Enclosure/PSU ($200),
Cabling ($150)."

Internal Labor $2,500 40 hours @ $62.50/hr
(burdened rate) for
installation, wiring, and
configuration.

Software/Cloud $500 First-year estimated cost
for dashboard hosting or
local server overhead.

Total Investment $7,200 Total implementation cost
(CapEx + Year 1 OpEXx).




Downtime Cost/Hr $625 Industry average for SME;
includes lost margin
($400), labour ($150),
overhead ($75).

Annual Downtime 120 Hours Historical average of
unplanned outages based
on maintenance logs.

Avoidance Rate 20% Conservative estimate of
downtime reduction via
predictive alerts (e.g.,
catching bearing wear
before seizure).

Hours Saved 24 Hours 120 hours * 0.20.
Annual Savings $15,000 24 hours * $625/hr.
Payback Period 5.7 Months $7,200 / ($15,000 / 12).
3-Year Net Benefit $37,800 ($15,000 * 3) - $7,200.

This model demonstrates that even modest improvements in availability generate returns that
far outstrip the cost of the hardware. The "Projected Reduction" is derived from the ability to
convert catastrophic failures (which may take days to repair due to parts availability) into
planned maintenance activities (which take hours and can be scheduled during
non-production shifts).*

Chapter 2: Industrial Architecture and Standards
2.1 The ISA-95 Pyramid vs. The Unified Namespace

Traditional manufacturing IT is built on the ISA-95 standard, a hierarchical model that rigidly
separates the Operational Technology (OT) on the plant floor (Levels 0-2) from the
Information Technology (IT) in the business office (Levels 3-4). In this model, data flows
linearly and vertically: sensors talk to PLCs, PLCs talk to SCADA, SCADA talks to MES, and MES
talks to ERP. This structure, while secure and organised, creates latency, data silos, and
integration costs. A sensor value needed by an ERP system for inventory planning must
traverse four layers of translation, often losing context, resolution, or granularity along the

way.?



Brownfield digitisation challenges this rigid hierarchy by introducing the concept of the
Unified Namespace (UNS). The UNS architecture effectively flattens the pyramid, creating a
central data hub (typically an MQTT Broker) where all smart assets publish their current state,
and any authorised application (SCADA, ERP, MES, Analytics) can subscribe to it directly. This
"Publish-Subscribe" model decouples the data producers from the data consumers. For the
plant manager, this means that data from a 30-year-old press can be viewed on a dashboard
alongside data from a brand-new robotic arm, without requiring complex, point-to-point
integration through legacy SCADA systems that may charge per-tag licensing fees."

2.2 The Critical Role of MQTT and Sparkplug B

To enable this flattened, scalable architecture, the communication protocol is paramount. The
legacy standard, Modbus, is a polling protocol; it requires a master to constantly interrogate
the slave device ("What is your value?"). This is bandwidth-inefficient and lacks context. The
modern standard for lloT is MQTT (Message Queuing Telemetry Transport), a lightweight,
event-driven protocol designed for unreliable networks.

However, raw MQTT is payload-agnostic—it acts as a carrier pigeon that will deliver any
message payload, whether it is a structured JSON object or unstructured text. This flexibility
can lead to "spaghetti code" integrations where every device uses a different topic structure
and data format. To solve this, the Sparkplug B specification was developed. Sparkplug B sits
on top of MQTT, defining a standard topic namespace and payload structure for industrial
contexts.

Sparkplug B introduces critical concepts for industrial reliability:

e Birth Certificates: When a device comes online, it publishes a "BIRTH" message
describing all its metrics and properties. This allows the SCADA or dashboard to
auto-discover the device without manual configuration.

e Last Will and Testament (LWT): MQTT has a built-in mechanism where the broker can
detect if a device drops off the network unexpectedly (e.g., power loss). Sparkplug B
utilises this to instantly notify all subscribers that the data is stale or the machine is
offline, preventing operators from making decisions based on frozen data.

2.3 Protocol Conversion: The Bridge from Modbus to MQTT

The bridge between the old world (Modbus) and the new (MQTT) is the technological linchpin
of the brownfield retrofit. Modbus, designed in 1979, defines data in generic "Registers"
(16-bit integers) and "Coils" (binary bits) without inherent metadata. A value of "1024" in
Register 4001 could be a temperature, a speed, a pressure, or an error code—the protocol
does not say.

The Edge Gateway performs the vital ETL (Extract, Transform, Load) function at the edge:
1. Extract: The gateway acts as a Modbus Master, polling the legacy PLC's Register 4001



every 1000ms.

2. Transform: It applies a scaling factor (e.g., multiply by 0.1 to convert integer 1024 to float
102.4), applies the unit "Degrees Celsius," adds a timestamp, and formats it into a JSON
or Sparkplug B payload.

3. Load: It publishes this contextualised object to the MQTT broker on a specific topic, such
as factory/linel/cnc/temperature.

Table 2: Comparison of Industrial Protocols

Feature

Modbus (Legacy)

MQTT (Modern
1loT)

Sparkplug B
(Standardised
lloT)

Architecture

Master-Slave
(Polling)

Publish-Subscribe
(Event-driven)

Publish-Subscribe
(Event-driven)

Bandwidth

High (constant
polling required)

Low (Report by
Exception)

Very Low (Report
by Exception +
Compression)

Data Context

None (Raw
Hex/Binary)

Variable (depends
on implementation)

High (Standardised
Metric definition)

Discovery

Manual (must know
register map)

Manual (must know
topic structure)

Automatic (Birth
Certificates)

State Awareness

None (Timeouts
only)

Partial (Keep-Alive)

Full (Birth/Death
Certificates)

Security

None (Open)

TLS Encryption,
Auth

TLS Encryption,
Auth
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Chapter 3: Connectivity Strategy - Bridging the OT/IT

Gap

There are two primary architectural approaches to retrofitting, dictated by the control
sophistication of the existing machinery.




3.1 Strategy A: The "Sensor Overlay” (Non-Intrusive)

This approach is required for "dumb" machines—those with relay logic control, no PLC, or a
locked-down proprietary controller that cannot be accessed without voiding warranties or
requiring expensive OEM intervention. In this scenario, the retrofit team treats the machine as
a "black box" and instruments it externally.

Mechanism: External sensors are physically attached to the machine's components.
These sensors do not interact with the machine's internal control loop; they merely
observe its physical behaviour.

Key Sensors:

o Vibration Accelerometers: Mounted on bearing housings, motors, and gearboxes to
detect mechanical degradation (unbalance, misalignment, bearing faults).

o Current Transducers (CTs): Split-core transformers clamped around the motor
power cables. By monitoring amperage, the system can determine if the machine is
running, idling, or under load (e.g., a dull tool draws more current).

o Temperature Probes: Contact sensors or thermocouples attached to motor casings
or hydraulic reservoirs.

Pros: Zero risk to machine operation (no code changes); no warranty issues; rapid

deployment (hours per machine).

Cons: Limited insight into why a machine stopped (no access to internal error codes or

operator logic); data is purely symptomatic.

3.2 Strategy B: The "Gateway Translator" (Deep Data)

This approach is viable for machines controlled by a PLC (Programmable Logic Controller)
that supports standard industrial protocols (Modbus RTU, Modbus TCP, Profibus, Ethernet/IP),
provided the plant has access to the PLC code or a tag list.

Mechanism: An Industrial Edge Gateway is physically connected to the PLC’s
communication port (often a spare RS-485 serial port or Ethernet port). The gateway is
configured to act as a protocol translator.

Process: The gateway polls specific PLC registers (e.g., 40001 for Cycle Count, 40002
for Fault Code, 40003 for Run State) via Modbus commands and converts these values
into MQTT packets transmitted to the IoT network.

Pros: Access to rich contextual data (specific alarm codes, operator IDs, precise cycle
counts, setpoints vs. actuals); enables true root cause analysis.

Cons: Requires knowledge of the PLC memory map (which may be lost or
undocumented); potential risk of disrupting machine timing if polling is too aggressive;
requires cabling into the live control cabinet.

3.3 The Hybrid Approach

In many comprehensive brownfield projects, a hybrid approach is optimal. The "Gateway
Translator" extracts production data (counts, state, faults) from the PLC, while a "Sensor



Overlay" adds high-fidelity vibration data that the old PLC is incapable of processing. The
Edge Gateway merges these two data streams into a single unified asset model before
publishing to the cloud.

Chapter 4: Sensing Technology and Deployment

4.1 Vibration Analysis: The Heart of Predictive Maintenance

Vibration is widely considered the most reliable leading indicator of mechanical failure. As
bearings wear, shafts become misaligned, or mounts loosen, the vibration signature changes
weeks or months before catastrophic failure occurs. Capturing this data allows maintenance
to move from "Run-to-Failure" to "Predictive" strategies.’

ISO 10816 Standards:
Retrofit projects should adhere to ISO 10816-3, which governs vibration evaluation for
industrial machines operating between 120 and 15,000 RPM. The standard categorises
machines by power (Group 1: >300kW, Group 2: 15-300kW) and foundation type (Rigid vs.
Flexible).
e Zone A (Good): Vibration < 1.4 mm/s (RMS) - New machine condition.
e Zone B (Satisfactory): Vibration < 2.8 mm/s - Acceptable for continuous operation.
e Zone C (Unsatisfactory): Vibration < 4.5 mm/s - Restricted operation; investigate and
schedule maintenance.
e Zone D (Unacceptable): Vibration > 4.5 mm/s - Damage is imminent; immediate
shutdown required.”'

Selecting the Sensor:

For brownfield applications, MEMS (Micro-Electro-Mechanical Systems) accelerometers are
preferred over traditional piezoelectric sensors due to lower cost, integrated digital
processing (calculating RMS at the edge), and digital output (Modbus/IO-Link). While
piezoelectric sensors offer higher fidelity for lab-grade analysis, modern industrial MEMS
sensors provide sufficient bandwidth (10Hz-1kHz for standard faults, up to 10kHz for bearing
frequencies) for general condition monitoring.6

4.2 Mounting Methods: Physics of the Interface

The accuracy of vibration data is directly correlated to the stiffness of the sensor mount. A
loose sensor measures its own rattle, not the machine's vibration.

1. Stud Mounting (The Gold Standard): Requires drilling and tapping a flat hole in the
machine housing. It offers the widest frequency response (up to 10kHz+). However,
drilling into legacy assets is often prohibited due to warranty concerns or the risk of
introducing swarf into the machine.”

2. Epoxy/Adhesive Mounting: A rigid industrial adhesive (like Loctite 454, specialised
dental cement, or metal-filled epoxies) creates a bond that transmits high frequencies
well (typically up to 5-7kHz). This is the recommended balance for permanent retrofits



where drilling is not an option. Avoid soft silicones or double-sided tape, which dampen
high-frequency signals.?

Magnetic Mounting: Ideal for temporary audits or "roaming" data collection. Magnets
act as a low-pass filter, often dampening signals above 2kHz. They should only be used
for permanent installation if the magnet is exceptionally strong (rare earth) and the
surface is flat, bare ferrous metal. Curved surface magnets significantly reduce
frequency response.?’

Motor Fin Mounts: A common mistake is mounting sensors on the cooling fins of motors.
Fins resonate independently of the bearing housing ("fin resonance"), producing noisy,
unreliable data. Sensors must be mounted as close to the bearing centerline as possible,
on the solid casting.?*

4.3 Wireless Considerations in Industrial Environments

Wireless sensors (e.g., battery-powered vibration nodes) reduce installation costs by
eliminating expensive conduit runs. However, factories are "RF jungles,” filled with metal
structures that cause multipath fading and electromagnetic interference (EMI) from Variable
Frequency Drives (VFDs) and welding equipment.®’

LoRaWAN: Offers excellent range (km) and penetration through obstacles. However, it
has very low bandwidth. It cannot stream raw vibration waveforms; it can only send
processed values (e.g., "RMS X-axis: 2.4 mm/s"). It is ideal for "check-in" style monitoring
(every 15-60 minutes) but unsuitable for real-time control.®

10-Link Wireless: Provides deterministic, low-latency, and high-reliability communication
designed to replace cables in control loops. It allows for faster polling but requires more
infrastructure (wireless masters).**

Wi-Fi: Generally discouraged for sensor-level connectivity due to high power
consumption, security complexity, and stability issues in dense metal environments.

Chapter 5: Hardware Implementation - The Physical
Layer
5.1 Bill of Materials (BOM) and Selection

A robust retrofit pilot typically involves the following core components. The selection focuses
on industrial-hardened devices capable of surviving the plant floor environment (heat, dust,
vibration).

Table 3: Standard Retrofit Bill of Materials (BOM)

Component Recommende Representativ | Cost Range Role
Category d e Brands (USD)




Specification

Vibration 3-axis MEMS, Ifm (VVB $150 - $350 Monitor
Sensor +/- 169, series), Banner mechanical
|O-Link or (QM30), health
Modbus Advantech (bearings,
output, IP67 (WISE-2410) unbalance).
Current Split-core CR Magnetics, $50 - $120 Monitor motor
Sensor current WAGO, load and run
transformer Phoenix status.
(CT), 4-20mA Contact
or Modbus
output
Edge Industrial Moxa (MGate $400 - $1,200 Protocol
Gateway hardened, 2x 5105), translation
Ethernet, Advantech (Modbus ->
RS-485, (UNO/WISE), MQTT) and
Linux/Python Teltonika edge logic.
support (RUT955)
Power Supply | 24VDC DIN-rail | Mean Well $40 - $80 Power the
mount, 2-5 (NDR/SDR gateway and
Amps, series), Puls, sensors.
Short-circuit SolaHD
protection
Cabling Shielded Alpha Wire, $200 (bulk) Reliable data
twisted pair Belden transmission in
(CAT5e/6 or noisy
Belden 9841 environments.
for RS485)
Mounting Epoxies, Loctite, 3M, $50 - $100 Physical
Hardware magnetic Hoffman installation and
bases, DIN protection.
rails, NEMA

enclosures




5.2 Power and Grounding: The Silent Killer of Data

The most common cause of erratic sensor data and gateway instability in brownfield projects
is poor grounding, leading to ground loops. A ground loop occurs when two points in a circuit
are intended to be at the same ground reference potential but actually have a different
potential. This difference drives a spurious current through the signal cable's ground wire or
shield, introducing noise (often 50/60Hz hum) that can corrupt data communications or
overwhelm sensitive analogue (4-20mA) signals.*

Best Practices for 24VDC Control Cabinets:

1. Single-Point Grounding: Ensure that the OV (Common) of the 24VDC power supply is
tied to Earth Ground at only one point—usually the main distribution block. Floating
24VDC systems are common but can drift in potential; referencing them to earth
stabilises the measurement.*®

2. Shield Termination: Connect cable shields to ground at one end only (typically the
cabinet/gateway end). If both ends are grounded, the shield becomes a conductor for
ground loop currents, turning the shield into an antenna for noise rather than a barrier.*°

3. Isolation: Use galvanically isolated gateways or signal isolators if the machine's ground
potential is suspect or if mixing devices from different power sources. RS-485 isolators
are cheap insurance against blowing up a gateway port due to ground potential
differences.’’

4. Testing: Before connecting the gateway, use a multimeter to measure AC and DC voltage
between the machine chassis and the control cabinet ground. Any reading above a few
millivolts indicates a potential ground loop that must be resolved before sensitive
electronics are connected.”’

5.3 Enclosure and Environmental Protection

Retrofit hardware often sits outside the main control cabinet or in harsh areas.

e IP Ratings: IP67 (dust-tight, immersion up to 1m) is required for washdown environments
(food & beverage). IP54 is generally sufficient for general manufacturing.

e Vibration Protection: If the gateway is mounted directly to a vibrating machine, use
rubber vibration dampeners to prevent internal component fatigue or connector fretting
(micro-motion that wears through contact plating).®

Chapter 6: The Software Stack - Edge to Cloud

6.1 Architecture Overview

The software stack is the "brain" that translates physical signals into human insights. The



modern stack typically runs on Linux-based edge gateways (e.g., generic Debian or
vendor-specific OS like Moxa ThingsPro or Advantech WISE-PaaS).

Data Flow:
Sensor (Modbus/IO-Link) -> Edge Gateway (Python/Node-RED) -> MQTT Broker ->
Dashboard/Database

6.2 Python for Edge Processing

Python is the lingua franca of IloT. Its extensive library support makes it the ideal tool for
custom edge logic. The paho-mqtt library is the standard tool for publishing data.

Code Example: Reading a Sensor and Publishing to MQTT

The following script demonstrates a robust implementation. In a production scenario, the
read_vibration_sensor() function would interface with a Modbus library (like pymodbus or
minimalmodbus) to query the physical device.

Python

import time

import random

import json

import logging

import paho.mqtt.client as mqtt

# --- Configuration ---

BROKER_ADDRESS = "192.168.1.50" # Address of the MQTT Broker
TOPIC = "factory/line3/machinel/vibration"

CLIENT _ID = "EdgeGateway_01"

POLL_INTERVAL = 5 # Seconds

# --- Logging Setup ---
logging.basicConfig(level=logging.INFO, format='%(asctime)s - %(levelname)s - %(message)s')

# --- Simulation Function (Replace with actual Modbus/IO-Link read) ---
def read_vibration_sensor():

# Simulating a value between 0.5 and 5.0 mm/s

return round(random.uniform(0.5, 5.0), 2)

# --- MQTT Callbacks ---
def on_connect(client, userdata, flags, rc):
if rc == 0:
logging.info("Connected to MQTT Broker")



Else:
logging.error(f"Failed to connect, return code {rc}")

def on_disconnect(client, userdata, rc):
logging.warning("Disconnected from Broker")

# --- Main Logic ---

client = mqtt.Client(CLIENT_ID)
client.on_connect = on_connect
client.on_disconnect = on_disconnect

# Set Last Will and Testament (LWT) for State Awareness
# If this client dies unexpectedly, the broker will publish this message
client.will_set(f"{TOPIC}/status”, payload="OFFLINE", qos=1, retain=True)

Try:
logging.info("Connecting to broker...")
client.connect(BROKER_ADDRESS, 1883, 60)
client.loop_start() # Start background thread for network loop

While True:
vib_value = read_vibration_sensor()

# Edge Logic: ISO 10816-3 Thresholds
status = "Normal"
if vib_value > 2.8:
status = "Warning"
if vib_value > 4.5:
status = "CRITICAL"

# Construct JSON Payload (Best Practice for Context)
payload = {

"timestamp": int(time.time()),

"machine_id": "CNC_01",

"vibration_rms": vib_value,

“unit": "mm/s",

"status": status,

"gateway_health": "OK"

# Publish
client.publish(TOPIC, json.dumps(payload))
logging.info(f"Published: {payload}")



time.sleep(POLL_INTERVAL)

Except KeyboardInterrupt:

logging.info("Stopping gateway service...")

client.publish(f'{TOPIC}/status", payload="OFFLINE", gos=1, retain=True)
client.loop_stop()
client.disconnect()

Except Exception as e:

logging.error(f"Critical Error: {e}")

Key Code Concepts for Plant Managers:

JSON Payloads: Data is always wrapped in JSON. This provides context (units,
timestamps, IDs) so the database knows that “2.4" is a vibration value in mm/s from
Machine 1, not a pressure reading.'

Loop Start: The client.loop_start() function handles network traffic (keep-alives,
automatic reconnections) in the background. This ensures that if the Wi-Fi drops, the
script doesn't crash; it simply waits and reconnects.**

Edge Logic: The script performs simple logic at the edge (determining "Warning" vs
“Normal"). This reduces the processing load on the central server and allows for faster
local reaction times (e.g., triggering a local stack light).’

LWT (Last Will): The client.will_set function is crucial. If someone unplugs the gateway,
the broker automatically tells the dashboard the device is "OFFLINE," preventing
operators from staring at frozen "Normal" data.*¢

6.3 Gateway Configuration: Modbus to MQTT (No-Code)

For teams without Python expertise, industrial gateways (like the Moxa MGate 5105 or
Teltonika RUT series) offer GUI-based configuration.

Configuration Steps:

1.
2.

Define the Modbus Slave: Input the legacy PLC's IP address and Slave ID (Unit ID).
Map the Registers: Define the specific addresses (e.g., 40001 for Speed, 40002 for
Temp) and data types (Integer, Float, Boolean). Note: Be careful with "Big Endian" vs.
“Little Endian" byte swapping; incorrect settings will turn a temperature of "25.0" into a
nonsensical huge number.

Define the MQTT Broker: Input the broker IP, port (usually 1883 for unencrypted, 8883
for TLS), and authentication credentials.

Set the Topic Structure: Define the hierarchy, e.g., Site/Area/Line/Machine/Tag.
Trigger: Set the polling interval (e.g., 1000ms) or "Report by Exception” (only send if
value changes by >1%). Report by exception saves massive amounts of bandwidth and
storage.”®



Chapter 7: Cybersecurity in Legacy Environments

Connecting 20-year-old PLCs to a network introduces significant risk. These devices were
designed in an era of implicit trust; they often lack authentication, encryption, or even
password protection. A direct connection to the corporate network is a massive vulnerability.

7.1 The Myth of the Air Gap

Many plant managers believe their machines are safe because they are not connected to the
internet. This is the "Air Gap" myth. In reality, the air gap is a fallacy. Technicians connect
laptops via USB to troubleshoot, vendors plug in temporary 4G modems for support, and
maintenance staff bridge networks to transfer program files. "Security by obscurity" is not a
valid defence strategy in 2025. Stuxnet proved that even the most isolated centrifuges can be
reached '

7.2 NIST SP 800-82 Guidelines

The NIST Special Publication 800-82 (Guide to Industrial Control Systems Security)
provides the gold standard framework for securing these retrofits.

Key Implementation Requirements:

1. Network Segmentation (Zones & Conduits): Do not plug the gateway into the office
Wi-Fi. Create a dedicated OT VLAN (Operational Technology Virtual LAN). The legacy
machines live in this protected zone. The Edge Gateway acts as the controlled "Conduit"
between the secure OT VLAN and the IT network/Cloud. The gateway should be the only
device with routes to both networks '

2. Read-Only Access: Configure the gateway to perform only Modbus Read commands
(Function Codes 03/04). Explicitly disable Modbus Write commands (Function Codes
06/16) in the gateway's firewall settings unless absolutely necessary for control. This
ensures that even if the gateway is compromised, the attacker cannot send a "Stop"
command or alter setpoints on the PLC."

3. Firewalls: Use an industrial firewall (or the firewall features within the Linux gateway) to
block all inbound traffic. The gateway should initiate outbound connections to the MQTT
broker only. It should not accept incoming requests from the internet.

4. Default Credentials: The first step in commissioning must be changing the default
passwords on all gateways and sensors. "Admin/Admin" is the most common attack
vector for loT botnets.'

Chapter 8: Operationalising the Data - From Signals to
Insights



The goal of the retrofit is not data; it is action. A vibration chart that no one looks at is a waste.

8.1 Establishing Baselines and Thresholds

New sensors on old machines will produce data that looks "noisy." It is crucial to establish a
baseline. Run the machine in a "known good" state for 48 hours to determine the normal
vibration floor.

e Warning Threshold: Set at 1.5x the baseline or per ISO 10816 Zone B/C boundary.
e Critical Threshold: Set at 2.5x the baseline or ISO 10816 Zone C/D boundary *

8.2 Dashboarding with Grafana or ThingsBoard

Visualisation tools like Grafana allow plant managers to build "Single Pane of Glass"
dashboards.

Widget 1 (Gauge): Real-time OEE (Availability * Performance * Quality).
Widget 2 (Time Series): Vibration RMS over the last 24 hours. Look for the "hockey
stick" curve indicating failure.

e Widget 3 (State): Machine Status (Green=Running, Red=Stopped, Grey=Idle).

e Widget 4 (Table): List of active alerts sorted by criticality °°

8.3 Integration with Maintenance Workflows

The retrofit system should not just turn on a red light on a screen. It should integrate with the
human workflow.

Level 1: Email/SMS alert to the maintenance supervisor when Vibration > Warning.
Level 2: Automatic work order creation in the CMMS (Computerised Maintenance
Management System) via API.

e Level 3: Automatic machine stop (interlock) if Vibration > Critical (requires writing back to
PLC, use with extreme caution and safety validation).

Chapter 9: The 8-Week Implementation Plan (GANTT)

This Gantt-style roadmap ensures the project stays on track and delivers the pilot within 60
days.
Week 1: Audit and Selection

e Walk the floor. Identify the top 3 bottleneck assets based on the "6x Rule."
e Audit control cabinets for space (DIN rail availability) and power (24VDC capacity).
e Deliverable: Selected Asset List and scope definition.

Week 2: Design and Procurement

e Select the architecture (Sensor Overlay vs. Gateway Translator).
e Order hardware (Sensors, Gateways, Cables). Note lead times (supply chain buffers).



Define the data tags (e.g., "Line1_Press Temp", "Line1_Press_Vib").
Deliverable: Bill of Materials (BOM) placed, and Network Diagram drafted.

Week 3: Infrastructure Prep

IT coordination: Request static IP addresses for gateways and configure VLANSs.
Configure the MQTT Broker (Mosquitto/HiveMQ) and database (InfluxDB).

Pull physical Ethernet cables to the machine cabinets.

Deliverable: Network connectivity is ready at the cabinet.

Weeks 4-6: Installation (The "Hard" Work)

Mechanical: Mount vibration sensors (epoxy/stud) on bearing housings.

Electrical: Install current transformers and power supplies. Wire the gateway.
Grounding Check: Test for ground loops (AC/DC voltage check between chassis and DC
Common) before powering on.

Deliverable: Hardware installed, powered, and communicating locally.

Week 7: Configuration and Validation

Configure Gateway Modbus polling / Sensor scaling.

Verify data accuracy: Compare dashboard values against a handheld vibration meter or
temp gun. If they don't match, recalibrate (check scaling factors).

Deliverable: Validated data stream flowing to the broker.

Week 8: Go Live and Training

Build the final dashboard (Grafana/ThingsBoard).

Set alert thresholds based on the initial week's baseline data.

Train operators and maintenance staff on interpreting the new data (what does "Zone C"
mean?).

Deliverable: Live system and "Project Closeout" report showing initial uptime metrics.’

Chapter 10: Troubleshooting and Advanced
Optimisation
10.1 Common Pitfalls

1.

High Noise Floor: If vibration readings are high even when the machine is off, check for
ground loops or EMI from nearby VFD cables. Use shielded cables and ensure the shield
is grounded at one end only.

Data Gaps: If wireless data is intermittent, check the signal strength (RSSI). In metal
cages, move the antenna outside the cabinet using an extension cable.

Gateway Crashing: Often caused by "Polling Overload." Do not try to query 100 Modbus
registers every 10ms. Slow down the poll rate or group registers into blocks to reduce



overhead.*®

10.2 Scaling Up

Once the pilot proves ROI (typically within 6-8 months), scaling involves templating the
solution. Use tools like Docker to deploy the same software stack to 50 gateways instantly.
Standardise the MQTT topic namespace (adhering strictly to ISA-95 or Sparkplug B) to ensure
that adding the 50th machine is as easy as adding the first.

Conclusion

Retrofitting legacy machines is not merely a stopgap; it is a strategic bridge to the future of
manufacturing. By applying the "6x Rule," leveraging the "Sensor Overlay" architecture, and
adhering to strict cybersecurity standards, plant managers can unlock the hidden capacity of
their existing iron. The factory of the future does not require a new zip code or a billion-dollar
budget; it is already there, waiting to be given a voice. The technology is available, the ROl is
proven, and the roadmap is clear. The next step is execution.

Disclaimer: This guide is intended for educational and planning purposes. All electrical work
must be performed by qualified personnel in compliance with local codes (NEC, IEC) and
safety standards (NFPA 70E). Always consult the machine OEM warranties before invasive
modifications.
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